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Gilr an toan trén mang

Tai sao an ninh mang lai quan trong déi v&i t6i?

Internet va mang xa hoi la nhirng nén tang tuyét vdi gilp ching ta chia sé thong tin va gil lién lac vd@i ban
bé va gia dinh.

Tuy nhién, t6i pham va céc t6 chirc phi phap khéac ciing sir dung né dé 8y cip tién, théng tin clia ban hoac
de doa ban.

Chung c6 thé hoat ddng & bat ky noi ndo trén thé gidi, néi luwu loat hau hét cac ngdn ngly va tao ra cac trang
web gia mao rat giéng that. Chung sé lién lac véi ban qua email, mang x& hoi va tin nhan va sé c6 gang lam
cho ban cdm thay so hai hoac lo lang, dé ban khéng thé suy nghi sang suébt.

T4t ca nhirng diéu nay cé nghia la ban phai c6 sy chuan bj va ludn ludn nhan biét dugc nhitng manh khoe
ma chdng st dung.

Mot s8 van dé phd bién ma tdi c6 thé gap phai trén mang la gi?
Day la mét s6 tinh huéng phd bién nhat ma ching téi thay.
e Ban nhan dugc mét email hodc tin nhdn dang ngd yéu cau ban nhap vao mét duang link.

o Céc dudng link nay thuong dan dén cac trang web gid mao dugc thiét k& dé danh cap
thong tin dang nhap hoac thong tin tai chinh clia ban.

e Ban nhan dugc moét cudc goi dang ngd yéu cau cung cap théng tin ca nhan.

o Clngnhutrén, nguodi goi sé gia v la ngudi clia ngan hang clia ban va yéu céu cung cép
théng tin.

e M6t ngudi nao dé gia v la ngudi co tham quyén lién lac véi ban, c¢6 géng bao ban lam diéu gi dé.
o Thoéngthudng ngudi do s€ dua ra mét Loi de doa nao dé.

e Mot ngudi nao dé xam nhap vao mot hoac nhiéu tai khoan tryc tuyén ctia ban (vi du: email hodc
mang xa hoi).

o N&u ai d6 xdm nhéap vao tai khoan truc tuyén clia ban, ho cé thé danh cép théng tin,
chuyé&n hudng thanh toan va c6 thé nhdm muc tiéu vao ban bé hoac gia dinh clia ban
bang cach ho gid mao la ban.

e Théngtin thé tin dung clia ban bi danh cdp hodc ban bi lira tién trong mét giao dich mua ban hodc
dau tu gia mao.

o Nhirng ké lira ddo hy vong ban sé cho rang dé la mét giao dich t6t va s& mudn tra tien ma
khéng can suy nghi. Hodc c6 thé mot trang web thuc sy bi dinh vao mét si ¢8 xam nhap
d lidu va thong tin cua ban bi ro ri trén mang.



Xem thém céc tinh hudng khac tai day:
Nhan trg gitp ngay bay gid - Own Your Online

Lam cach nao dé toi an toan trén mang?
e Mat khau dai va doc nhat cho tirng tai khoan.
o Mat kh&u cang dai thi cang manh.

o Tao mat kh3u dé nhé va nhiéu han 16 ky tu bang cach ndi bdn tir ngdu nhién vdi nhau (vi
du: TriangleRhinoOperationShoes) va thém s6, chit in hoa va ky hiéu néu can (vi du:
Triangle&"Rhino"Operation2Shoes).

o Diéu quan trong la khong Llap lai mat kh&du cua ban. N&u bon tdi pham ¢é dugc mot trong
nhirng mat khiu clia ban, ching sé thi mat khau dé & cac tai khoan khac.

o Strdung mot cong cu quan ly mat khau (password manager) dé ghi nhd cdc mat khau
clia ban va tao ra cac mat khdu mdi cho ban.

o Tao mat khau t6t - Own Your Online
e Bat xac thuc hai yéu td (2FA).

o Dayla motlép bado vé bé sung - thudng la mat ma guri vao dién thoai ciia ban —ban can
c6 né dé dang nhap vao trang web.

o Ky thuat nay cuc ky manh mé va cé thé ngan chan hau hét cac nd luc xam nhap vao tai
khoan clia ban.

o Chung téi khuyén ban nén sir dung mét 'irng dung xéac thuc' (‘fauthenticator app'), néu
diéu nay duoc hé tro.

o Thiét lap xac thuc hai yéu té (2FA) - Own Your Online
e Giirgin suriéng tu trén mang.
o Céach t8t nhat dé gilr an toan trén mang xa hoi la bat céc cai dat quyén riéng tu clia ban.

o Diéu nay sé ngdn chan nhirng ngudi la, trong dé ¢ bon téi pham trén mang, cé thé xem
bai dang ctia ban hoac gt tin nhan cho ban.

o VAan phaican than khi dang théng tin ca nhan vé ban than, gia dinh hodc ban bé ctia ban.

o Dam bao dung ngudi nhu Lgi ho tu nhan.

o Canh gidc vdi cac yéu cau két ban gia mao. Can than véi nhirng ngudi tu xung la nha bao
hoadc nhitng ngudi khac ma ban khong biét ré.

o Bé&ové suriéng tu clia ban trén mang - Own Your Online
e Cap nhat moi thu.

o Khiban cap nhat dién thoai, may tinh hodc phan mém, né sé va céc 16 héng bado mat cé
thé co.

o Bon tdi pham ludn tim cdch xam nhap va gay hai théng qua céac 16 héng.

o Khai déng lai thiét bi clia ban thudng xuyén.

o Cap nhéat kip thgi - Own Your Online



https://www.ownyouronline.govt.nz/personal/get-help-now/
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fhow-to-create-good-passwords%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638314586%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ie1pnQpSrD2WPa%2Ba7EdR8RFfC9kpqQpJ8sCyNr50ifM%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fset-up-2fa%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638346319%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aTJ4Xn%2Bcjt4xi0%2Bp5I4Na3pzYZo2yi38x5U%2BR3dTsWc%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ownyouronline.govt.nz%2Fpersonal%2Fget-protected%2Fguides%2Fhow-to-protect-your-privacy-online%2F&data=05%7C02%7CHadyn.Green%40cert.govt.nz%7C80337c1e76dc4b7e101b08dcfa12832b%7C27dc6ab39c394134a7b2beddcf3638e6%7C1%7C0%7C638660204638378025%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=TUx4nlLcp919iezdlvsTcSjnBaH0Gxd3GhwlIXXC2pU%3D&reserved=0
https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/

¢ Nhan biét nhirng thu doan lira dao.

o

Li khuyén t6t nhat la hay nhén biét nhirng tha doan lira ddo nay va luén dé phong néu
bon t6i pham c6 géng lién lac véi ban trén bat ky nén tang truc tuyén nao.

Né&u c6 bat cir didu gi c6 vé khdng 6n, dirng tuong tac vdi ngudi da lién lac vdi ban. Dac
biét phai can than néu ho hdi, xin tién, ngay ca khi ho c6 vé than thién.

Canh giac vGi nhitng duong link va dia chi email la (vi du: ngan hang cla ban sé khong guri
email cho ban t&r mot tai khoan gmail).

Khéng bao gi®’ nhap vao dudng link trong tin nhan.

Chi tai cac ing dung (app) vé thiét bi ctia ban tir clra hang (‘ng dung chinh thic (app

store).
Né&u nghi ngd, hay lién hé truc tiép vdi co quan chinh thitc va khong lam theo bat ky
dudng link hodc s6 dién thoai ndo ma ban nhan dugc.

C8 géng nhan thirc dugc cac rdi ro bado mat truc tuy&n cho ban than, céng déng ctia ban
va bat ky h6i nhém nao ma ban tham gia.

e Baové théngtin ctiaban.

@)

St dung cac &ng dung nhan tin dugc ma héa, chang han nhu Signal. Diéu nay sé ngén
khéng cho ngudi khac doc duoc tin nhan ctia ban.

Chi chia s& théng tin trén mot trang web néu dja chi ctia né bt dau bang HTTPS. Chir S 14
viét tit clia tir "secure" (bdo mat) va c6 nghia la moi théng tin qua lai gitra ban va trang
web déu dugc ma hda.

Can nhac sir dung mang riéng o (VPN), né c6 thé bao vé dif liéu va an vj tri cha ban.

Kiém tra c4c (’ng dung clia ban c6 quyén truy cap vao céac dit liéu gi va dugc cép nhirng
quyén gi. Vi du, mét i’ng dung tap thé duc thi khéng can quyén truy cap vao danh ba cla
ban.

T6i phai lam gi néu bi lira ddo hoac té hon thé?

Cé rat nhidu noi ban cé thé tim dén dé dugc giup da. Tat ca céc té chirc nay sé khéng chia sé théng tin clia
ban vdi bat ky ai khac, trir khi ban déngy.

e Bancdthé bao cdo cac suw ¢ mang cho NCSC thdng qua trang CERT NZ va chung toi c6 thé gitp
d& hodc két néi ban véi mdt co quan khéc:
Béo cdo suw co | CERT NZ

e NE&uban bi mattién, ban nén lién hé ngay vdi ngan hang cla ban.

e Bancd thé chuyén tiép (forward) mién phi cac tin nhan lira dao dén s6 7726, mot dich vu do Bo

Néi vu diéu hanh.


https://www.cert.govt.nz/report/

