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Doxing

Doxing (hay doxxing) la gi?

Doxing |a khi ai d6 dua théng tin cd nhan, riéng tu cta ban [én mang ma khong hoi y kién
ban. Théng tin nay c6 thé bao gdbm ho tén day dd, dia chi nha, s6 dién thoai, noi lam viéc
hodc thadm chi théng tin lién lac cta gia dinh ban. Ho thudng khuyén khich ngudi khac st
dung théng tin nay dé hu doa, quay réi hodc de doa ban.

Né&u viéc doxing dwoc thue hién cho hodc thay mit cho mét qudc gia nwéc ngoai, thi day

Ia mdt hinh thirc can thiép cia nwéc ngoai. Chia sé cong khai théng tin cd nhan, riéng tu cé
thé gy hai dén quyén riéng tw, bao mat va sy an toan cla ngudi khac.

Phai lam gi néu ban bi doxed

NGi voi gia dinh va ban be

NE&u ban cam thay thoai mai, hdy cho gia dinh va ban bé biét chuyén gi da xay ra, ho cling cé
thé 13 muc tiéu cla ké xau. N6i ho cai dit hd so mang x3 hdi cia ho & ché do riéng tu.

Bao cdo trén nén tang / trang web / (rng dung noi da xay ra viéc

doxing

S dung tinh ndng béo céo trén trang web, (rng dung hodc nén tang noi da xay ra su viéc.
Hudéng dan vé mang x3 hdi clia Netsafe cé thong tin vé cach thuc hién viéc nay.
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https://netsafe.org.nz/social-media-safety

Bao cao cho Netsafe

Ban c6 thé bao cdo ndi dung ¢ hai cho Netsafe: Glri yéu cau — Netsafe.

Netsafe cling c6 thé cung cap cho ban sy hd tro, 10i khuyén va tro gitp cta chuyén gia vé an
toan tryc tuyén. Giri email dén help@netsafe.org.nz hodc nhan tin 'Netsafe' dén s6 4282 dé
dugc ho tro.

Bao cdo v&i Canh sat
Né&u ban dang gdp nguy hiém, hady goi ngay cho Canh sat bang cach goi 111.

Né&u khdng phai I trudng hop khan cap, ban cé thé lién hé véi Canh sat bang cach:

e Sirdung biéu mau truc tuyén 105

e Goi 105 tir bat ky may dién thoai di dong hodc c¢d dinh nao, dich vu nay mién phi va
luén sdn sang 24/7 trén toan quéc.
Biéu mau 105 yéu cau ban cung cap mdt sb thong tin ca nhan dé giip Canh sat x{ ly bao bao
cla ban va lam viéc ti€p va&i ban. Canh sat chi s&r dung théng tin nay cho cac muc dich dwoc
cho phép.

Bao cao cho NZSIS

N&u ban nghi ngd mét qudc gia nudc ngoai dirng sau hanh vi doxing ban, ban cé thé bao cédo
diéu nay véi NZSIS thong qua biéu mau truc tuyén an toan cla ho.

Ban khéng can phai cung cdp théng tin cd nhan nhu tén, s6 dién thoai hodc thong tin lién lac
néu ban khéng mudn. Ban ciing cé thé dién vao biéu mau dé bang ngdn ngit clia ban. T4t ca
théng tin ban cung cap déu dwoc bao mat va bao vé.

Né&u ban mudn ndi chuyén va&i nhan vién cla NZSIS, ban cé thé goi cho ho theo s6
+64 4 472 6170 hoac 0800 747 224.
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https://report.netsafe.org.nz/hc/en-au/requests/new
mailto:help@netsafe.org.nz
tel:105
https://providinginformation.nzsis.govt.nz/#pb6zx0vrt4jibuhfjz4cj1dj6
tel:+6444726170
tel:0800747224

Thong tin chia sé v&i Netsafe, Canh sat hodac NZSIS khi bao cao

Khi bdo cdo, ban nén dwa ra cang nhiéu thong tin chi tiét cang tot. C6 gang chup man hinh hoic lwu lai mot
ban sao cda:

Théng tin ca nhéan, riéng tu nao da duoc chia sé hodc dang tai
Hb so ngudi dung hodc tai khoan cla ngudi d3 chia sé nd (vi du: tén ngwdi dung cta ho)
Ngay va gi¢ thong tin d3 dugc chia sé hodc dang tai

Tén clia trang web hodc &rng dung noi su viéc da xay ra

Lam thé nao dé bao vé ban than khdéng bi doxed

7~

Giir an toan truc tuyén
H3y xem muc Gilt an toan tryc tuyén dé biét thém thong tin.

y
(
Can than khi chia sé théng tin trwc tuyén
Kiém tra cac cai dit vé quyén riéng tw trén phuong tién truyén thong x3 hoi va tai khoan tryc tuyén cda ban.
Cai d4t ho so cla ban & ché d6 riéng tw sao cho chi nhitng ngwdi ban tin tudng mdi cé thé xem thong tin cla
ban.
S
(
Tim kiém thdng tin vé ban trén web
Tim kiém tén va thong tin cad nhan cla ban dé xem théng tin nao vé ban duoc cong khai. X6a moi thdng tin ca
nhan va riéng tu ma nguoi khac cé thé str dung dé gay hai cho ban, chang han nhuv dia chi ctia ban.
J

(Quén ly cai dat vi tri va gan thé dia ly trén thiét bj cla ban

Dién thoai thong minh va may anh cé thé nhing dit liéu vi tri vao hinh anh bang céch sir dung cai dit vi tri cta
ban. Viéc nay cé thé dwoc sir dung dé tim ra théng tin ca nhan cla ban, nhu théng tin vé nha riéng clda ban
hodc trwdng hoc clia con ban. Cach thirc tat gan thé dia ly hodc tat cai dit vi tri s& khac nhau tuy theo thiét bi,
vi vy hdy tim ki€m truc tuyén bang tén thiét bj clia ban dé biét huédng dan cu thé.

J
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https://www.ethniccommunities.govt.nz/programmes/security-and-resilience/keeping-safe-online/

